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MeToAab! u3Brie4yeHUs gaHHbIX U3
YCTPOUCTB nop ynpasneHmem iOS



3BrneyeHne gaHHbIX U3 IPhone

CopepxaHue

Cnoco0bbl n3Bne4YyeHnss gaHHbIX
» Jlornyeckoe n3BneyeHme
= M3BnevyeHne NocpeacTBoM mxennopenka
* Jcnonb3oBaHWe YA3BMMOCTU B KOAE 3arpy3dunka

= MN3BneveHne 6e3 gxennbpenka

[locTOMHCTBA U HEJOCTaTKWN NOAXOA0B




3BrneyeHne gaHHbIX U3 IPhone

AT MeToAbl He paboTaloT

= JTAG: oTnago4HbIv NOPT OTCYTCTBYET (C
TEXHNYECKON TOYKM 3PEHUSA, €0 MOXET 3aMEHUTb
nopt USB; npaktnyeckasi LEeHHOCTb HMU3Kas)

= KM3BneyeHue MUNKPOCXEMbI NaMATA. LIJI/I(prBaHI/Ie
aernaeTt n3BriedeHne MMKpocxemM namMAaTiu

OecnonesHbIM




3BrneyeHne gaHHbIX U3 IPhone

MeToAabl na3snevyeHums AaHHbIX

» Jlormyeckumn aHanus

o PGSGpBHbIe KOrnmu (C naponem muru 663); B pe3€epPBHbIX KOMUAX C rnaposrem —
4aCTb COAEP>XNMOTIO CBSA3KN KNHOYEN

= Mepgua-dannbl U OTKPbITbIE JaHHbIE MPUNOXEHNN
= JKypHarnbl crash logs

= Pusnyeckoe n3Bre4YeHue
= Obpa3s dannoBon CUCTEMbI

= [lonHoe cogepxmumoe CBA3KM KItoYen (Maponu 1 TOKeHbI)



3BrneyeHne gaHHbIX U3 IPhone

MeToAabl na3snevyeHums AaHHbIX

Jlornyeckoe nssnevyeHme NocpeacTBOM pe3epBHbLIX KONMUN
= PesepBHasa KoONust MOXET ObITb 3alumndpoBaHa naponem
= 108 11/12/13 no3BonseTt cbpocuTb napornb (Hy>keH PIN ycTponctsa)
= MeaneHHsbin nepebop (100 n/c Ha GPU); pe3ynbraT He rapaHTUpoOBaH
= [1ns cBA3KU C yCTPOMCTBOM MOXHO ucrnonb3oBaTtb lockdown-3anucu
= Pexum orpaHnyennn USB genaet normyeckoe nasnevyeHme HeBO3MOXKHbIM
= Heobxoonmo nogknounts iPhone k komnbtoTepy

= JTO He Bcerga yaaétcs (orpaHmnvenuns USB, PIN ans cBs3m ¢ KOMNbOTEPOM)



3BrneyeHne gaHHbIX U3 IPhone

Ocob6eHHOCTU (pn3NYEeCKOro nsBrie4HeHUA AaHHbIX

= TpebyeTcs HU3KOYPOBHEBbLIU AOCTYN K pannnioBOon cucteme
= Cnocob 1: yctaHoBKa gxennodpenka n3 nyernmyHbIX MICTOYHUKOB
= Cnocob 2: ucnosnb3oBaHme annapatHon yassnumoct B BootRom

= Cnocob 3: ucrnonb3oBaHme nporpaMmmbl-areHTa



3BrneyeHne gaHHbIX U3 IPhone

Ocob6eHHOCTU (pn3NYEeCKOro nsBrie4HeHUA AaHHbIX

Cnocob6 1: yctaHOBKa mxeunbpenka us nyoriMyHbIX UICTOYHUKOB

o

o

o

HecnoxHas npouenypa
TpebyeTcsa To4HOE crnegoBaHUE NHCTPYKLUAM

EcTb puckn (HexxenartenbHasi Mogudukaumsa CUCTEMHOIO pasgerna, ycTaHoBKa Ha
YCTPOMCTBO HexenatenobHoro MO u T.n.)

[locne yoaneHus octaroTcs criefbl, a HopMmaribHasa paboTa yCTponcTtsa MOXeT
ObITb HapyLLeHa

MoxeT noTpeboBaTbCsl y4ETHAA 3anmcb paspaboTymka

BoamoxHa ycTtaHoBKa ¢ enterprise-ceptudukarom nnm vyepes AltStore
MoxeT noHagobuTbcs yctaHoBKa ssh-knneHTa
AAMUHUCTPATUBHLIN 3anpeT B psage opraHusauum



3BrneyeHne gaHHbIX U3 IPhone

Ocob6eHHOCTU (pn3NYEeCKOro nsBrie4HeHUA AaHHbIX

Cnoco6 2: ucnonb3oBaHue annapaTHOu yasBumocTn B BootRom

o

AnnapaTHas ys13BMMOCTb CYLLECTBYET B yCTponcTBax nokosneHnn A7-A11 (iPhone
5s...8/8Plus, iPhone X, cooTBeTcTBYtOWLME mogenu iPad, Apple TV)

He 3aBucut ot Bepcuit iOS, He MOXET ObITb UcnpaesneHa
Akennont checkm8, oxenndpenk checkrain

BapuaHT 1. npsmas skcnnyatauus ysa3ByuMOCTM Ans 4OCTyna K hainoBon
cucteme n CesAske Kno4vemn

BapuaHT 2: pabota 4epes gxennbperk checkraln ¢ Tem xe pesynsratom

YacTuyHoe nssneyeHne pannoBon cncteMbol n CBA3KN KIoMen U3 yCTPONCTB C
Hen3BeCTHbIM Maposiem



3BrneyeHne gaHHbIX U3 IPhone

Ocob6eHHOCTU (pn3NYEeCKOro nsBrie4HeHUA AaHHbIX

Cnoco6 3: ncnonb3oBaHue NporpamMmmMbi-areHTa

o

o

He TpebyeT ycTtaHOBKM oxKenndpenka

[Mocne yoaneHus He OCTaBISAET SABHbIX CNEOO0B U HE HapyLllaeT paboTy
yCTponcTBa

MakcumanbHas 6e30nacHOCTb U CKOPOCTb paboThl

TpebyeT ncnonb3osaHus y4eTHon 3anucu Apple ID, 3apernctpnpoBaHHom B
nporpamme Apple ansa paspaboTymkoB

CoBMEeCTUMOCTb OrpaHMyeHa: Ha gaHHbIn MOMeHT IOS 11 1n 12 (9-10mn 13 B
npolecce peanusauum)



Bpemsasatpartbl 35-180 MUHYT MuHyTbI (6€3 Nnapona nam naposb U3BecTeH)
(B 3aBMCMMOCTM OT moaenn 1 HeusBecTHO (HEM3BECTHbIV NMaposib)
06BbEMA NamsaATH)

CBA3Ka Kawuen Da Hert (pe3epBHas Konus 6e3 napons)
[a (pe3epBHan Konua ¢ naposem)

YpanéHHble ¢paiinbl Her Her

YaanéHHble 3anucu SQLite Aa Aa

Bo3moXKHble npobaembl Jailbreak; HewnsBecTHbIN Naponb, HU3KAA CKOPOCTb
PIN/naponb 610KNMpoBKK BOCCTAaHOB/IEHMSA;
Tpebyetca PIN/naponb 610KNMpoBKK
YCTPOMCTBA A4/1A CBA3M C KOMMbIOTEPOM,
cbpoca napona Ha pe3epBHYH KOMWUIO;
iOS 13: ycTaHOBKA NaponA Ha pe3epBHYHO

- -




_ S e

Pe3epBHas Konusa ycTpoucTea [a (6onblue gaHHbIX)

KOHTaKTbl, KaneHaapun, 3aMeTKU, 3BOHKU  IE]

CoobuweHusa (SMS, iMessage) Da

Uctopua mectononoxxeHua Oa

CoobuweHuna Email Oa

[aHHble CTOPOHHUX NPUNOXKEHUM Oa

CuctemHble gaHHble Aa

[a (KonnyecTBo AOCTYMHbIX AaHHbIX 6oAblue

B pe3epBHbIX KONUAX C Napoaem)

Aa

Aa

Aa
Het

Hekotopble

Hekotopble



dunsnyeckoe nisrnedyeHme daHHbIX

Yero HeT B pe3epBHbIX KONMUAX

» [laHHblE NPUIIOXEHNW, ONSI KOTOPbIX 3anpeLleHo
pe3epBHOE KONMMpoBaHue

=  Bce 3anucm CBA3KM KIoYen, BKNYasa 3aLlULLEHHbIe
» CrtaTtuctuka 3arpy3km CPU

= CTaTuUCTMKa NCMNOSb30BaHMA akkyMynsaTopa

* |Acnonb3oBaHWe OaHHbIX N CETEBLIX PECYPCOB

»  MHoroymncrieHHble noru

» Jlor akTMBHOCTU NPUNOXEHNN
= SHM n WAL gnsa scex B[l SQLite



dunsnyeckoe nisrnedyeHme daHHbIX

[JocTouMHCTBaA MeToAa

=  MakcumarnbHO NOMHbIN AOCTYN K AaHHbIM

= [lo4Ta, Nnepenucka BO BCeX nporpamMmmax
MrHOBEHHOro obmMeHa coobweHnaMn (BO3MOXHO
O0MNoSTHNUTENbHOE WndpoBaHne)

= JlocTyn K AaHHbIM BCEX NPUSTOXKEHUN (BO3MOXHO
O0nosSTHNUTENbHOE WndpoBaHne)

" PacmmpeHHaﬂ NCTOPUNA MECTOINOJTIOXKEHNA

» JleTanbHas NCTOPUA NCIOoJ1Ib30BaHUA Teﬂe(bOHa

» MoxHo nonHocTbio pacwudgpoBaTtb CBA3KY
knto4yen (keychain)



dunsnyeckoe nisrnedyeHme daHHbIX

OrpaHunyeHunsa metopa

= TpebyeTcsa npsmon goctyn K dannoBon cucteme, a
cnegoBaTeribHO — ackanaums npuBunerum

» Tpebyetcs PIN/napornb 6noknpoBku

=  JcKanauusa npMBuUnervn AocTyrnHa ganeko He AnAa Bcex
nnatdopm n Bepcun iOS

= [1nst HEKOTOPbIX KOMBMHaLMIN annapaTHbIX NNaTgopMm U
Bepcun iOS n3enedeHmne [nokal BO3MOXHO TOSTbKO C
yCTaHOBKOW mKennbpenka




3BrneyeHne gaHHbIX U3 IPhone

OcobeHHoCcTH d)VI3VI'~leCKOFO n3BJrie4HeHNA OaHHbIX
= TpebyeTcs HU3KOYpPOBHEBbLIU AOCTYN K pannoBOon cUcTemMme
= Cnocob 1: yctaHoBKa gxennodpenka n3 nyernmyHbIX MICTOYHUKOB
= Cnocob 2: ucnosnb3oBaHne annapatHon yassumoct B BootRom

= Cnocob 3: ucrnonb3oBaHme nporpaMmmbl-areHTa



dunsnyeckoe nisrnedyeHme daHHbIX

Cnoco6 1: ¢c ucnonb3oBaHueM gxennopeuka

NMpouncxoauTt B3Nom ycTpomncTea
= Jailbreak ncnonbayet HangeHHblE YA3BMMOCTU
» YcTaHoBKa jailbreak — KOMMnNeKCHbIN NPoLecc; pe3ynbTaT He rapaHTUPOBaH

=  Moandukaumnsa cMcTeMHOro pasaena (MHorga Bo3MOoXeH rootless) n pasgena gaHHbIX



dunsnyeckoe nisrnedyeHme daHHbIX

OOLee onsa Bcex cnocoo6oB

= W3Bnekaetcs obpas pannoBon CUCTEMBI
= [lanku n pavnel B Buae TAR apxusa

= iOS 13: ang gocTyna K HEKOTOPbIM NankaMm HeobxoauMbl cneunanbHble
npuBMnernn

= {OS 13: gaHHble Screen Time (BO3MOXHO, YTO-TO eLl€) AOCTYMNHbI TOSIbKO 94pY

»  PaclmndpoBaTb CBA3KY KOYEN MOXKHO MOSTHOCTbLIO, BKIOYAsa 3anmcu
ThisDeviceOnly

= MeTon onTumManbHO paboTaeT B cOMeTaHUU C JIOrMYEeCKUM U3BrnevYeHuem
OaHHbIX



dunsnyeckoe nisrnedyeHme daHHbIX

Cnoco6 1: ¢c ucnonb3oBaHueM gxennopeuka

NMpoucxoauT B35oM ycTpoucTBa
= Cnenbl nocne yganeHus
=  Bo3MOXxHbl NpobrnemMbl ¢ HopMarnbHOW paboTon yCTponcTea
=  Puck nonyveHust HepaboTocnocobHOro ycTponcraea
= BiOS 11..13 puck MMHMManeH (HO ocTaéTcs)
= [1nqa yctaHoBkw jailbreak Tpebyetca PIN/naposb 6rioknpoBku
= [lpn ycTaHOBKe 4YacTo Heobxoanumo npegoctaBuTb iPhone goctyn K IHTepHeT

= BoamoxHa yganéHHasi brnokmpoBKka YCTPONCTBA, YAan€HHOE YHUUTOXEHNE
NHdopmaLunm



dunsnyeckoe nisrnedyeHme daHHbIX

Cnoco6 1: ocobeHHOCTHU

= iOS 12/13: nopTt Lightning moxeT 6bITb 3abr1oknpoBaH cpasy nocrie 6y10KMpPOBKU
9KpaHa

. 3KpaH yCTpOIZCTBa OOJTKEH OCTaBaTbCA pa36J'IOKI/IpOBaHHbIM B Te4eHne Bcero
npouecca mnasrevyeHnda JaHHbIX

= B NPOTUBHOM CJ1yHa€e 4acCTb JaHHbIX 6y,1:|,eT HeOOoCTYyNnHa



dunsnyeckoe nisrnedyeHme daHHbIX

Cnoco6 1: MHCTPYMEHTbI

®aun c jailbreak gnsa Bepcum yctponucrtea n i0OS
Cydia Impactor gnga yctaHoBku jailbreak

OpHopasoBast y4éTHas 3anucb Apple ID ana umdpposon nognucw jailbreak (yxe He
paboTtaer)

(AnbmepHamuea) https://ignition.fun

(AnbmepHamuea) AltStore

Elcomsoft iOS Forensic Toolkit ans nseneyeHns n pacwmndpoBKU AaHHbIX


https://ignition.fun/

dunsnyeckoe nisrnedyeHme daHHbIX

Cnocob6 2: c ncnonb3oBaHMeM annapaTHON yA3BUMOCTU

Mcnonb3yeT annapaTHyto ya3BumMocTb B Bootrom (checkm8)
CoBmMmecTuM ¢ bonbLMHCTBOM Bepcun iOS
3BrneyeHune ¢ ncnonb3oBaHnem mkennbpenka checkraln unu 6e3 Hero

Aicnonb3oBaHMe annapaTHOW yA3BMMOCTU Yepe3 axennbpenk checkraln nmeer te
Xe nocneacTeums, YTO U UCNOSb30BaHUE OPYrMX TUNOB OXXennbpenkon

cnonb3oBaHue yassumocTn 6e3 mxennbpenka checkraln nogoepxunBaetcs B
orpaHMU4YeHHOM Yuncne NPoAyKTOB



dunsnyeckoe nisrnedyeHme daHHbIX

Cnocob6 2: c ncnonb3oBaHMeM annapaTHON yA3BUMOCTU

YctaHoBka checkraln yepes pexxum DFU

B oTnnumne ot Knaccuyeckmx TUNoB KENNOpPenkoB, 06XoaUT PEXUM OrpaHUYEeHNI
USB (HaunHas ¢ Bepcun 0.9.6, HaobopoT, akTUBU3UPYET €ro)

Bo3MOXXHO YacTnyHoe u3BrneyeHne damnnoBom cuctemol n CBA3KKM Kroden n3 iPhone
C HEU3BECTHbLIM Maposiem

YacTuyHoe n3BneveHne gaer AO0CTYMN K CUOJIbHOP OrpaHN4YeHHoOMY KOJImn4ecTBY
OaHHbIX



icnonb3oBaHue axxennodpeunk
UTto menaet oxennodpeuk

=  Ockanauus ﬂpl/lBI/IJ'IGFI/IVI, YTO MNMO3BOJIAET.

= YcTaHaBnuBaTb U 3alyCcKkaTb nobble NPUITOXKEHNA,
BKI1HO4adA HenoarnmcaHHble

= [lony4aTb JOCTYN K NPUBATHbLIM LaHHbIM
NpUNoOXeHnn (NnecovyHnLam)

» [lony4aTb goCTyn K doannoBon cucteme,
paclwmndpoBaTb CBA3KY Krtoveu




icnonb3oBaHue axxennodpeunk

Knaccuyeckune yTunntbl gxemnopeuk

[ocTyn K kKopHEBOW dhannioBon cucteme “/”

TpebyeTcsa nepeMoHTMpoBaHne annoBon CUCTEMbI ANs
OO0CTyra K KOPHHO

Moaudununpyet cuctemMHble dansbl
O6HoBneHna OTA HEBO3MOXHbLI Aaxe nocne yaaneHus
OcTaBnsieT MHOXXECTBO CneaoB

B oTaenbHbIX cnyyasx yCTponcTBO HECTabunbHO Aaxe
nocne BoccTaHOBNeHNs Yepes iTunes



icnonb3oBaHue axxennodpeunk

Oxennbpeunk Rootless

= “Rootless” o3HavaeT «6e3 gocTyna K KOpHIO hannosomn
CUCTEMBI»

= Bo3moxHa ycTaHOBKa 6€3 CBA3U C MHTEPHETOM
(Mcnonb3oBaHMe YY4ETHOW 3anncn paspaboTymka)

= [locTtyn K nanke /var

= Bce moanduumpoBaHHbie dannbl TONbKO B nanke /var
= OcTaBnsieT MMHUMYM CrneaoB

= bonee ctabunbHasa paboTta

= [bkennbperik Rootless npegnoytutTeneH ¢ TOYKU 3peHUS
KPUMUHANNCTUKN

] jakeajames / rootlessJB3

<> Code

Issues 21

Pull requests 9



icnonb3oBaHue axxennodpeunk

dkcnnout Checkms8

= Onyb6nukoBaH B ceHTAbpe 2019

= cnonb3yeT annapaTHyto ys3BUMOCTb B
Bootrom

= Apple He cMOXeT ero ucnpaBuTb

axiomX ... *[J v
» [logoepxunBaet npoueccopbl AS - A11 ﬁ @axiomX
] EPIC JAILBREAK: Introducing checkm8 (read
u I'Io,u,,u,ep>i<|/|BaeT BCE BEPCUA i0OS "checkmate"), a permanent unpatchable bootrom exploit

for hundreds of millions of iOS devices.

= jPhone 4S go iPhone X BKNO4YUTENBHO
Most generations of iPhones and iPads are vulnerable:
from iPhone 4S (A5 chip) to iPhone 8 and iPhone X (A11
chip).



icnonb3oBaHue axxennodpeunk

Oxennopeunk Checkraln

= [bxennbperk ocHoBaH Ha akcnnonte checkm8

» YcraHaBnueaetcsd B pexume DFU

T

= He tpebyet Cydia Impactor

* [lopt USB B pexxume DFU Bcerga goctyneH He3aBUCUMO

OT aKTUBaUUU pexnma orpaHnyeHun USB checkrailn

» [losBonseT n3BnekaTb MHorne gannbl n 6asbl AaHHbIX B T B = SERGHG 5 £8 168 ) (3
pEeXNME «XONOAHOW» 3arpy3ku (40 nepBon pa3drokUpPOBKN)

= HE MOXET ucnonb3oBaTbCs ANA B3yioMma Koga
OGNOKMPOBKMU

= Ecnu kog 6r10KMpOBKM N3BECTEH, NO3BONSIET U3BeYb obpas
dhannosomn cuctemol 1 pacwmposatb CBA3KY KIOYEN



icnonb3oBaHue axxennodpeunk

Oxennbpeuk Checkraln: npobnemsbil

=  Kak 1 Knaccuyeckue yTunntbl Jpxennbpenk,
MOOMPUUMPYET CUCTEMHbBIN pasaen

T

= MHorne mogmdukaumm He Hy>XHbl AN U3BNeYeHns
doannoBon CUCTEMBI

= HekoTopble Bepcumn nepeBogsT YCTPONUCTBO B checkrailn
3awmTHbIN pexxum USB

iPhone 5s - iPhone X, i0S 12.3 and up

= He pabotaet ¢ iOS Huxe 12.3

= He pabotaeT ¢ 6eTta-Bepcuen iOS 13.4



Vicnonb3oBaHMe nNporpamMmbl-areHTa

HepnoctaTkm axennobpeuka
= [logaBnstouwee 60MNbWNHCTBO PYHKUNK oxennbpenka He
TpebyeTcsa ans n3BrneyvYeHuns

= Hu oguH oxennbpenk He aBnseTca UHCTPYMEHTOM
KPUMMHaANMUCTUYECKOro aHanunaa

= [bxennbpenkn noTeHumanbHO OnacHbI

= QOcrTaTca cnegbl NCNonb30BaHUS




dunsnyeckoe nisrnedyeHme daHHbIX

Cnoco6 3: ¢ ncnonb3oBaHMeM nporpamMmmbi-areHTa

» lcnonb3oBaHue areHTa cobCTBEHHOM pa3paboTkn No3BosiseT n3bexarb BCex
npobnem, cBsA3aHHbIX C YCTAaHOBKOW mKenrnbpenka

= MakcumanbHaga HagEXHOCTb pa6OTI:>I, OTCyTCTBME PUCKOB
* MuHMmManbHble cnebl NCNONb30BaHUS (TOJ'IbKO 3alnncn B CUCTEMHbIX >|<ypHanax)

= PaboTocnocobHOCTb YCTPONCTBA He HapyLwaeTtcs, obHoBneHns OTA
yCTaHaBMNMBaKOTCA B LUTATHOM PeEXnMe

= [Ins paboTtbl TpebyeTcsa koa BrIoOKMPOBKN YCTPONCTBA

= [Ins yctaHOBKM TpebyeTcsa ydeéTHaa 3anuck Apple ID, 3apernctpupoBaHHas B
nporpamme Apple ansa paspabotynkos



Vicnonb3oBaHMe nNporpamMmbl-areHTa

U3BneyeHne gaHHbIX 6e3 mxennobpeunka

= [Iporpamma-areHT cobCcTBEHHOM pa3paboTkm IKOMCOdT

= AreHT (dpann IPA) nognuceiBaeTcs cepTudnkaTom
paspaboTymka n yctaHaBnNMBaEeTCS Ha YCTPOUCTBO

= AreHT 3anycKaeTcs Ha yCTPOWCTBe

=  AreHT NCNoJib3dyeT N3BECTHbIE YA3IBMMOCTU OJ1A
CKaltaumnm I'IpVIBI/IJ'IGFI/II?I

= C KOMIMbKOTEPA 3KCMNepTa nogaétca KoMmaHaa U3BrevYeHus
OaHHbIX

= He ucnonbayetca ssh (Bblle CKOPOCTb U HAAEXHOCTb)




Vicnonb3oBaHMe nNporpamMmbl-areHTa

U3BneyeHne gaHHbIX 6e3 mxennobpeunka

=  QannoBas cuctema ynakosbiBaeTca B apxmB TAR

* |I3Bnekaetcs n paclumndposbiBaeTca CBs3Ka KIoven
= AreHT ygansietca c ycTpomcTea

= YCTpPOMNCTBO (PYHKLUMOHMPYET B LUTATHOM peXxume

= EAuHCTBEHHBIW cneq oT UCNoNb30BaHMS areHTa — 3arnmciu
B CUCTEMHbIX XYypHaJliaX




Vicnonb3oBaHMe nNporpamMmbl-areHTa

OrpaHun4yeHuns nporpamMmmbi-areHTa

=  3OKpaH yCcTponcTea HeobxoamMmo pa3drnokmpoBaTb

= Ko BrioKMpoBKKN OOSMKEH ObITb N3BECTEH

= OTtaenbHble Bepcumn iOS He nogaepKMBaroTCs

= He noggepXuBaroTca HEKOTOpPbIE YCTPOUCTBA

= CoBmecTumocTb: iPhone 5s..Xr/Xs/Xs Max nog ynpasneHuem iOS 11-12
= 3a uckntoyeHmem i0S 12.3, 12.3.1, 12.4 .1

= Ya3BumMocTb Ang iOS 12.4 He crnnUwKoM HaaéXHa

= [logaepxka iOS 9/10, 12.3, 12.4.1, 13.0-13.3 B npouecce peanusaumnu



CpaBHeHME METOOOB

Metop

Knaccnye
CcKuin JB

Rootless

Checkraln

AreHT

Mopgenu

yCTpOMCTB

Bce moaenun, ana
KOTOPbIX A4OCTYyNeH
Oxennbpenk

A7-Al11
iPhone 5S — iPhone X

A7-Al11
iPhone 5S — iPhone X

A7-A12
iPhone 5S —iPhone
Xr/Xs/Xs Max

Bepcun iOS

Jo 12.4,13.0
—-13.3

Kpome 12.3,
12.3.1,12.4.1

i0S 11-12

i0S12.3um
Bblle

i0S 11-12
Kpome 12.3,
12.3.1,12.4.1

Aa

Het

Aa

Aa

Cnepbi u
nocneacTeua paborbl

MHoecTBO cneaos.
Bo3MOXHOCTb
JanbHeunLen
HOPMa/iIbHOM pPaboTbl

YCTPOMCTBA COMHUTE/IbHA.

Hebonbline cneapbi.
PabotocnocobHOCTb, KaK

NPaBwuio, He HapyLlaeTcs.

Cm. Knaccunyeckue JB

MuHuMmym cnenos
(Tonbko 3anucu B
KypHanax).
PaboTtocnocobHoOCTb
MONIHOCTbO COXPaHAETCA.

HapéxHocTb paboTbi

TpebyeT TwaTenbHoro
CNeaoBaHMA UHCTPYKLUMAM.
MoTeHUuMaNnbHO PUCKOBAHHbIM
npouecc.

HapéxHas pabora,
MmoanduUKaumm TonbKko dannos
B nanke /var

JocTtaTtoyHo HaaéxHas paboTa,
HO 6blInM cnyyam Bbixoaa
YCTPOWCTB U3 CTPOSA

BbicOKasa HaaéKHOCTb. He
mogudunumpyet dainbl, He
nepemoHTUpyeT Gpannosyto
cucTemy.



Vicnonb3oBaHMe nNporpamMmbl-areHTa

[1o Havyana paboTbl

= Yb6eaouTechb, YTO Balla y4€THasa 3anucb Apple
ID 3apeructpupoBaHa B nporpamme Apple
ansa pas3paboTynKoB

* B y4yé€THbIX 3anmcsax, y4acTByoLWMX B
nporpamme Apple ans paspaboTymKkos,
BCerga aktmBupoBaHa aByxdpakTopHas
ayTeHTUpukauma

= CosganTe yHUKanbHbIA Naponb NPUITOXKEHNS
Ha cauTe appleid.apple.com

. [ ) ElcomSoft — Toolkit.command — tee « Toolkit.command — 76x40

|

| Welcome to Elcomsoft i0S Forensic Toolkit

| This is driver script version 5.3/Mac for 64bit devices
|
|
|

(c) 2011-2020 Elcomsoft Co. Ltd.

Device connected: Vladimir's iPhone 11 Pro Max
Hardware model: D431AP

Serial number: LR
0S version: 13.3
Device ID: #smmiw o o e sane

Please select an action

Logical acquisition

I DEVICE INFO - Get basic device information

R RECOVERY INFO — Get information on device in DFU/Recovery mode

B BACKUP — Create iTunes-style backup of the device

M MEDIA — Copy media files from the device

S SHARED — Copy shared files of the installed applications

L LOGS — Copy crash logs
Physical acquisition (for jailbroken devices)

D DISABLE LOCK - Disable screen lock (until reboot)

K KEYCHAIN — Decrypt device keychain

F FILE SYSTEM — Acquire device file system (as TAR archive)
Acquisition agent (limited compatibility)

1 INSTALL — Install acquisition agent on device

2 KEYCHAIN — Decrypt device keychain

3 FILE SYSTEM - Acquire device file system (as TAR archive)

4 UNINSTALL — Uninstall acquisition agent from device

X EXIT

>: I




MHuterpauma ¢ MK: 3anyck

@ Mobunbeni Kpumunnannct “3xcnept” (USB anuensuna)

N3Bneusb
3 Mobunbhbiit Kpumunanucr "Macrep u3sneuyeHus MobunbHblit Kpumusanucr "Obnauble cepsuch!”
ﬂaHHbIX" i 3anycTute MobuneHbiid KpuMusanuer "06nadHbe Cepancsl™ 1
33NyCTuTE MobMNbHBIA KDUMUHANKCT “MacTep ussneyeruns uaaeub AaHHue
A3HHeIX" ANA NONYYeHUS AaHHBIX U3 yCTPONCTSa
Elcomsoft i0S Forensic Toolkit
3anyctute Elcomsoft i0S Forensic Toolkit gna nonyuexun

A3HHLX M3 I0S yCTpoiicTe

Obuwume 3apaum

Hogoe peno E" MIMNOpT pe3epBHbIX KONUi

I NobaeuTL HoBOE Aeno WMNopT pezepeHoi Konuu uau 06paza YCTponcTea
F =

WmnopT




Vicnonb3oBaHMe nNporpamMmbl-areHTa

PaboTta c areHToOmM

» [logkntounTte iPhone k komnbloTepy

= Pa3bnokupymnTe akpaH 1 NoaTeepauTe
3anpoc Ha yCTaHOBEHME CBSA3N C
KOMMbIOTEPOM

= KomaHpa 1: ycTaHOBKa areHTa

= BBeamTe yHUKanbHbIN Naponb NPUNOXKeHUs,
CO30aHHbI Ha NpeablayLLeM Lare

= AreHT OygeT yCTaHOBIEH Ha YCTPONCTBE

. [ ) ElcomSoft — Toolkit.command — tee « Toolkit.command — 76x40

|

| Welcome to Elcomsoft i0S Forensic Toolkit

| This is driver script version 5.3/Mac for 64bit devices
|
|
|

(c) 2011-2020 Elcomsoft Co. Ltd.

Device connected: Vladimir's iPhone 11 Pro Max
Hardware model: D431AP

Serial number: LR
0S version: 13.3
Device ID: #smmiw o o e sane

Please select an action

Logical acquisition

I DEVICE INFO - Get basic device information

R RECOVERY INFO — Get information on device in DFU/Recovery mode

B BACKUP — Create iTunes-style backup of the device

M MEDIA — Copy media files from the device

S SHARED — Copy shared files of the installed applications

L LOGS — Copy crash logs
Physical acquisition (for jailbroken devices)

D DISABLE LOCK - Disable screen lock (until reboot)

K KEYCHAIN — Decrypt device keychain

F FILE SYSTEM — Acquire device file system (as TAR archive)
Acquisition agent (limited compatibility)

1 INSTALL — Install acquisition agent on device

2 KEYCHAIN — Decrypt device keychain

3 FILE SYSTEM - Acquire device file system (as TAR archive)

4 UNINSTALL — Uninstall acquisition agent from device

X EXIT

>: I




Vicnonb3oBaHMe nNporpamMmbl-areHTa

PaboTta c areHToOmM

= 3anycTtuTte npuroxeHue-areHT Ha iPhone

. I'Ipmno>|<eH|/|e OOJTKHO OCTaBaTbCA aKTUBHbIM

B npotiecce paboTbl

. [ ) ElcomSoft — Toolkit.command — tee « Toolkit.command — 76x40

Welcome to Elcomsoft i0S Forensic Toolkit
This is driver script version 5.3/Mac for 64bit devices

(c) 2011-2020 Elcomsoft Co. Ltd.

Device connected: Vladimir's iPhone 11 Pro Max
Hardware model: D431AP

Serial number: LR
0S version: 13.3
Device ID: #smmiw o o e sane

Please select an action

Logical acquisition

I DEVICE INFO - Get basic device information

R RECOVERY INFO — Get information on device in DFU/Recovery mode

B BACKUP — Create iTunes-style backup of the device

M MEDIA — Copy media files from the device

S SHARED — Copy shared files of the installed applications

L LOGS — Copy crash logs
Physical acquisition (for jailbroken devices)

D DISABLE LOCK - Disable screen lock (until reboot)

K KEYCHAIN — Decrypt device keychain

F FILE SYSTEM — Acquire device file system (as TAR archive)
Acquisition agent (limited compatibility)

1 INSTALL — Install acquisition agent on device

2 KEYCHAIN — Decrypt device keychain

3 FILE SYSTEM - Acquire device file system (as TAR archive)

4 UNINSTALL — Uninstall acquisition agent from device

X EXIT




Vicnonb3oBaHMe nNporpamMmbl-areHTa

PaboTta c areHToOmM

= KomaHpa 2: u3srnedyeHune n pacumndpoBka
CBsA3KM KNHOYeEN

Created
Overall
Overall
Overall
Overall
Overall

ElcomSoft — Toolkit.command — tee « Toolkit.command — 80x8
log file with name: keychaindumper_18.02.2020_15-27-29. log

dumped
dumped
dumped
dumped
dumped

Cleaning up...

4932 items of class 'genp'
1091 items of class 'inet'
41 items of class 'cert'
405 items of class 'keys'
32 items of class 'idnt'

.

[ ) ElcomSoft — Toolkit.command — tee « Toolkit.command — 76x40

Welcome to Elcomsoft i0S Forensic Toolkit
This is driver script version 5.3/Mac for 64bit devices

(c) 2011-2020 Elcomsoft Co. Ltd.

Device connected: Vladimir's iPhone 11 Pro Max
Hardware model: D431AP

Serial number: il

| 0S version: 13.3

r

il

2
3
4

se ID: EERENE SR AL

ie select an action

tal acquisition

DEVICE INFO - Get basic device information

RECOVERY INFO — Get information on device in DFU/Recovery mode

BACKUP — Create iTunes-style backup of the device

MEDIA — Copy media files from the device

SHARED — Copy shared files of the installed applications

LOGS — Copy crash logs

lcal acquisition (for jailbroken devices)

DISABLE LOCK - Disable screen lock (until reboot)

KEYCHAIN — Decrypt device keychain

FILE SYSTEM — Acquire device file system (as TAR archive)
Acquisition agent (limited compatibility)

INSTALL — Install acquisition agent on device

KEYCHAIN — Decrypt device keychain

FILE SYSTEM - Acquire device file system (as TAR archive)

UNINSTALL — Uninstall acquisition agent from device

EXIT

X




Vicnonb3oBaHMe nNporpamMmbl-areHTa

PaboTta c areHToOmM

= KomaHpa 3: nsBnedeHne obpasa dannosom

CUcCteMbl

® (0 ® 7 ElcomSoft — Toolkit.command — tee « Toolkit.command — 80x19
|
| Welcome to Elcomsoft iOS Forensic Toolkit
| This is driver script version 5.3/Mac for 64bit devices
|
| (c) 2011-2020 Elcomsoft Co. Ltd.
|

® © @® " ElcomSoft — Toolkit.command — tee « Toolkit.command — 80x5 11 Pro Max

238837748+0 records in

23883774840 records out
122284926976 bytes transferred in 6438.575873 secs (18992543 bytes/sec) Home directory) <SESESENS-EENNNS




Vicnonb3oBaHue nporp

PaboTta c areHToOmM

= KomaHpa 4: yoaneHue areHTa c ycTpomncTea

dMMbl-adl€HTa

. [ ) ElcomSoft — Toolkit.command — tee « Toolkit.command — 76x40

|

| Welcome to Elcomsoft i0S Forensic Toolkit

| This is driver script version 5.3/Mac for 64bit devices
|
|
|

(c) 2011-2020 Elcomsoft Co. Ltd.

Device connected: Vladimir's iPhone 11 Pro Max
Hardware model: D431AP

Serial number: LR
0S version: 13.3
Device ID: #smmiw o o e sane

Please select an action

Logical acquisition

I DEVICE INFO - Get basic device information

R RECOVERY INFO — Get information on device in DFU/Recovery mode

B BACKUP — Create iTunes-style backup of the device

M MEDIA — Copy media files from the device

S SHARED — Copy shared files of the installed applications

L LOGS — Copy crash logs
Physical acquisition (for jailbroken devices)

D DISABLE LOCK - Disable screen lock (until reboot)

K KEYCHAIN — Decrypt device keychain

F FILE SYSTEM — Acquire device file system (as TAR archive)
Acquisition agent (limited compatibility)

1 INSTALL — Install acquisition agent on device

2 KEYCHAIN — Decrypt device keychain

3 FILE SYSTEM - Acquire device file system (as TAR archive)

4 UNINSTALL — Uninstall acquisition agent from device

X EXIT




MHTerpaumna ¢ MK: 3arpyska gaHHbIX

106!

WK cr "Ikcnept” (USB

[loMaluHwii SKpaH

M3Bneub

MobunbHbiii KpumuHanuct "Mactep useneyeHns
o AaHHbIX"

3anycTute MobuneHbiit KpumuHanucr “"Mactep mssneye
[aHHLIX" ANS NONYYEHWA A3HHLIX U3 YCTPOACTEa

Elcomsoft iOS Forensic Toolkit
3anyctute Elcomsoft iOS Forensic Toolkit gna nonyuenns
AaHHbIX U3 i0S YCTPOCTB

Obwue 3agaun
Hosoe pgeno
No6aenTs HoBOE AEN0
UmnopTt

7 Apple
; Pe3epsHan Korus iTunes
®aiinosan arcTema tarball/zip

1IN Oxygen
' PesepeHan konus OCB | Peseperas Konus Oxygen

Peseperas konus MK | OBpas Oxygen UICC
Ussneuerive Oxygen Agent

l QXN KaiOS
\ Dusueckuil obpas
®aitnosas cucTema tarball/zip

Bepansi: 1.3.0.63

<Al

MobunbHbiii Kpumunanuct "ObnauHble cepsucb”
JanycTute Mobun
Neyb AaHHble

biil KpumuHanuer "06nauHbie Cepeucel” v

MMNopT pesepBHbIX KOMWit
WMnopT pesepeHoii konuu uam o6paza ycrpoiicrea

= Android

"'_) Ousseaii obpas Android | Gaiinosas cicTema tarball/zip
Pesepanan Konus Android | Pesepsas konva CWM
Peseperas korua TWRP | Pesepsran konws Xiaomi
Peseperas ko Huawei

C\ ) [poHbl
CK—S KypHans! aporos DII | XypHans! npunoxeris DII GO

Peseperas konus DI Assistant | Gusuueckuii 06pas apora DII
Torv apora Parrotj VTINE——-

Wmnopt daiinoeoii cucremsl Apple tarball/zip
Q CTOPOHHUE ¥ ... \hdad4a22144463c9400844235Fc31e8d319e83b8_20200225_164943Z.

Peseperas xonvs/ |

Peseperas Konus, ~
Pe / Wssneqenne Gainos...

Otmera

1HoBoe yBeaomMneHne E
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MK: nHdopmaumnsa ob yctpomncree

. Mo6i i K| "3kcnept” (USB - [m] X
v Apple tarball (bd4d4a22144463c9400844235fc31e8d319e83b8_20200225_164943Z tar)
v e tar +itunes 2"
N Uacosoii nosc  (UTC+00:00) UTC
|| unes badup (bd4d4a22144463c9400844... 0C 105 12.4.3 (166130)
.Q Apple tarball (bd4d4a22144463c94008442. .. Homep uHwiaeHTa  [loBaBuUTb HOMEP MHLMAEHTA
Apple 3aneTi 88 Homep Bewnoka  [106a8UTs HoMEp BeWAOKa
(&) Webkit Data 18
o
€L, AxxaynTsi 1 napom 1202 ®
[ ApredaxTel OC 9841
% BeCIpOBOAHbIE CORAMHEHIA 2499 "
v Cratuctuka  M3Bneyenwe Bnageney YcrpoiictBo 3ameTKa
@, 3s0mk 24
() Kanernaps 455
L) KowrakTsi 1966 Ton 10 KOHTaKTOB v Ton 10 rpynn Shv
£ oruétsi I 1609 (57,14%) |E3 Yuriy Votyakov M 44 (18,64%) © RT Ha pycaxon
() Coobuwermn 3278 W 427 (15,16%) &) First name Last name I 42 (17,80%) © ELLE wona
[ oaiins 295218 W 194 (5,89%) | +79264102930 M 41 (17,37%) © ELLE kpacoTa
f2] Baxwoe 17 168 (5,97%) 171 37 (15,68%) © Group chat theme
G pad cosseit Wss (2,98%) I 22(3,32%) () eSBcbazbb8abb05859ef229...
(3} nena cobsimwin 91073 < Mss (298%) M 10 (4,24%) @) Petgroup
Q) Mo a4 Ws2 (251%) (Jnxsms 1710 (4,24%) (@) Jay Parkers, Jesse Aaron
Mpunoxeris a2 We1 (217%) ([ ayParkers 10 (4,24%) (£ Back To The Winter
Aebeb | 60 (2,13%) £ 2909288299 1710 (4,24%) (£ Jay_Parkers, BobPlants7, A...
== Amazon N 2 W47 (1,67%) (Jbeeline M 10 (4,24%) [ Jay_Parkers, BobPlants7, A...
= shopping
1 Apple Maps 2 Mepeiftu & KonTakTsi Mepesiti & KoHTakTs!
B Apple walet 204
[® BlaBlaCar 4
@ Booking.com & v Obwwe pasgensi 12
%3 Dropbox 1
[ Endomondo 3
I3 Facebook 1 Mpynoxers Apple 3aveTru Webkit Data AKKaYHTBI 1 Naponi ~ Apredaxts OC
%2 83 1 0l o541
& Facebook Messenger 23
@ Google Chrome 81
@ Google Home e 77— bBecnposoaHble COEAMH. .. 380HKM @ Kaneraape —| Oruwerm
[# Google keep 101 o 249 224 455 =
™ Google Mail 34
# Google photos 1397
Coobiuerms aitnsl
B Google Translate 33 @ 327 B 205 218
* Health 73306
@ tma e ¥
HaliTi TexcT... alv

Bepausi: 1.3.0.63  Bcero ussnevermin: 94
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MK: cBa3ka kKno4en

. MoBunbHbiit Kpumunanuct “3xcnept” (USB anuensms)

= {ar | 75 oaiine - Apple tarball (bd4... X .Qxh«aymmunaponww... x

jg VirbopmaLis 06 vseneuern cenopr (/. CépocownsTpos @ Em o

OuLTPSI

v Tun 4 D Y¢ Dannee

[ certificates AN Y| 5| 3971F07214373FB6674A48C0668F05818 1918556 3AC893C 79EEAODE3B9252F AF
B Keys EE Y| F5| 3D2288EE 189D07F 7508087 1CAF2149F 3E28085197FD2A352050A9C 14FDDB 1177
& Wreprer 272

[z Obuwee 727

?5: CB7E29CAAGEOBB7DBAA418D51 '4CEAD7CBOC96A8B 1A2871A1DB1ED
260FB 164C6E9FBER0 1C522EEBCI40D4D 187AA42B8060C6BAE2644A85284F 78 1A
10392707761832244F 78F 3F CEC288BEC36953CB7 16AC26B305A250DSBD6 7C 47
99494D4CCIADTDAASS 1ED2D 122408403DB0063F
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ECA349D5444984F A6 276 AGEFAG98 10B745C 1F4ED72EABD6 160C36AB 1332A95E
1E02580 1588EESE 15D9FAEE 1E40234C8876B31337BF9F 16 7E2DD857B6EDO6D 59
D684A118383DCOFFBCCES38742716920 1DE0S4FA455A3D827BFAGD99 11EF SE4E
£5| 7ECBE640D7C669A9421B8E7782178278FF 1C23D766A549 10CFFOAEA477CID74F
F5| 4E43043A059D1341C9032F 2F8 19AE0 3A0CE478F 2C894F 1 1EESF 1E083796D7191
£5| 3ADACFBD9B1786132AEF636186C5092EDC 18C972DE343F96CEEDED58370CC015
£| AIDABAASDS IE6FED2934F9 164DDCIDEAGI8 18EE338DDF6 1C538A602424C 77048
£ ccsor B3D14FB01479815871D1
Ei‘ 73872193F00A7DEC8CS550276CA3820 1F4777EF 79E326E0AFASD3D694E70C8 136
?5: EEFB730D9658FA6D518378242ED9758E
097B2A25-2C38-44A1-8843-26 5B92FAF 393
£5| 3081D50440FF 58C EDOC6FFF \DB1FB 71D...
5| 3082013E0440FT £6672DCECTCOF DOF 44 SFAQS...
XdRjj6gidl i HKKZtPENSQ) TAMWYPIKPIZF
™ bplistoofi 10N _ ADClientDP! _)DPID-E3DDDBE2-8BD7-4C50-B167-011....
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1
1
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1
1

Hafmi Texcr... NI
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pER R ey )l Keychain (1 123) Y Haittn Texct...

ATPUGyTe! Wcxoanbiii pasgen [ Gaiinel
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ADClientDPIDRecordKey_
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MK: dpannoBasa cucrema

.u

" 5K

T "3xcnept” (USB

= (o > vaitne - Apple tarball (bd4... *

].J Wndopmauma 06 useneueHinn

Jepeso nanok

>

vV VvVveyvy

L&V vvyvy

<

v

v

Applications
bin
binpack
dev
Library
private
etc
var
DocumentRevisions-V100
binpack
cache
containers
db
installd
keybags
Keychains
lib
log
logs
Managed Preferences
mobile
Containers
Library
Media
Books
DCIM
Downloads
Tunes_Control
iTunesRestore
MediaAnalysis

v PhotoData

<

AlbumsMetadata
> Caches

HaifT TexcT...

Bepausi: 1.3.0.63  Beero: 24 nanok, 2 daitnos (10,6 MB)

3kcnopT

« i Mzoﬁpa»{enuﬂ Ayavodaiinel Buaeo Msobpaxerus yrpos ®OTOCHMMKM  Basbl AaHHBIX ﬂoxymelv Haitth TeKcT...

0 A

N 9w
56
6
100
14
2
20
2%

NEENERARNARNEEARAEREARARARARRNRIRRRER

A

‘U" C6poc dmnbTpoE @ Bua ~

0 v Wma
.DocumentRevisions-V100
binpack
cache
containers
db
installd
keybags
Keychains
lib
log
logs
Managed Preferences
mobile
MobileAsset
MobileDevice
MobileSoftwareUpdate
msgs
networkd
preferences
root
run
tmp

vm

wireless

D dropbear_rsa_host_key

.

v

BE

OTdunbTpoBaHo: 24 nanok, 2 dainos (10,6 MB)

E:H KapTbl @ Ha6opsi xewei

Mata cosaanus (UTC)

04.02.2020 13:51:48 (UTC+0)
04.02.2020 13:48:52 (UTC+0)
04.02.2020 13:48:41 (UTC+0)
04.02.2020 13:50:02 (UTC+0)
04.02.2020 13:49:59 (UTC+0)
04.02.2020 13:48:53 (UTC+0)
04.02.2020 13:49:57 (UTC+0)
04.02.2020 13:51:48 (UTC+0)
04.02.2020 13:49:59 (UTC+0)
04.02.2020 13:50:02 (UTC+0)
04.02.2020 13:48:53 (UTC+0)
04.02.2020 13:51:48 (UTC+0)
04.02.2020 13:48:53 (UTC+0)
04.02.2020 13:48:41 (UTC+0)
04.02.2020 13:49:57 (UTC+0)
04.02.2020 13:48:53 (UTC+0)
04.02.2020 13:48:53 (UTC+0)
04.02.2020 13:48:41 (UTC+0)
04.02.2020 13:48:41 (UTC+0)
04.02.2020 13:49:57 (UTC+0)
04.02.2020 13:51:48 (UTC+0)
04.02.2020 13:51:48 (UTC+0)
04.02.2020 13:48:52 (UTC+0)
04.02.2020 13:49:57 (UTC+0)
04.02.2020 13:48:41 (UTC+0)
04.02.2020 13:48:52 (UTC+0)

Het aybaukatos

BeibpaHo: 1nanka

v [ata usmererua (UTC)

04.02.2020 13:51:48 (UTC+0)
04.02,2020 13:48:52 (UTC+0)
04.02,2020 13:48:41 (UTC+0)
04.02,2020 13:50:02 (UTC+0)
04.02,2020 13:49:59 (UTC+0)
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04.02,2020 13:49:57 (UTC+0)
04.02.2020 13:51:48 (UTC+0)
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04.02,2020 13:49:57 (UTC+0)
04.02,2020 13:48:41 (UTC+0)
04.02,2020 13:48:52 (UTC+0)

annoB

v Data aoctyna (UTC)

04.02.2020 12:48:08 (UTC+0)
14.12.2019 13:28:00 (UTC+0)

04.02.2020 11:
03.02.2020 11:
29.03.2019 18:
04.02.2020 12:
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20.11.2019 13:

(
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(
(
(
(
(
(
(
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(
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(
(
(
(
(
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04.02.2020 13:
04.02.2020 12:
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20.11.2019 13:

v Tun

¥ Baxtoe D [lo6asuts Ter [ J06asuTs sameTky

Wmsa

Aara cospanmna (UTC)
Nara usmenenns
wrO)

QBara pocryna (UTQ)
Tuan

Kareropus

MonHbiii NyTb

var
04.02.2020 13:48:41 (UTC+0)
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18.12.2019 16:04:09 (UTC+0)
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/private/var
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Y4yeTHaa 3anmcb 3a3paboTynka

= A 3a4eM OHa BOOOLLE HYXHa?
* [logonaéT nu obblvHaa YYETHYIO 3anncb?

= Kak 3aperncTpupoBaTtbCsi, CKONIbKO CTOUT?

o https://developer.apple.com/programs/enroll/

= Kakune orpaHnyeHma?

© Enrolling as an Individual

If you are an individual or sole proprietor/single person business, get started by signing in with
your Apple ID with two-factor authentication turned on. You'll need to provide basic personal
information, including your legal name and address.

Enrolling as an Organization

If you're enrolling your organization, you'll need an Apple ID with two-factor authentication
turned on, as well as the following to get started:

A D-U-N-S° Number

Your organization must have a D-U-N-S Number so that we can verify your organization’s
identity and legal entity status. These unique nine-digit numbers are assigned by

Dun & Bradstreet and are widely used as standard business identifiers. You can check to see if
your organization already has a D-U-N-S Number and request one if necessary. They are free in
most jurisdictions. Learn more »

Legal Entity Status
Your organization must be a legal entity so that it can enter into contracts with Apple. We do not
accept DBAs, fictitious businesses, trade names, or branches.


https://developer.apple.com/programs/enroll/
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MeToabl n3BNeYeHNA JaHHbIX M3 YCTPOWUCTB noa ynpasaeHunem iOS

Bonpochb!?
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